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Replacing Hyperbole and Hearsay with Measurement to Counter 

Exaggerated Billing and Fraud 

The Next Frontier   

A case for science in reducing health care losses   
 

Exaggerated billing by providers who diagnose, prescribe and supply products and services is largely drowned out 

by hyperbole on fraud. Losses from exaggerated billing and fraud in health care systems are largely unknown 

because of the gradual and subtle way these financial harms manifest in registration and payment systems. 

In reality losses to exaggerated billing are likely significant. Controlled studies from human behavior science 

indicate humans routinely cheat by as much as 10%, and even higher in some studies, without feeling 

uncomfortable.  

The cost from these losses can be significant. For example, the Health Insurance Plan (OHIP) in Ontario, Canada 

spends over $17 billion on health insurance, drugs, and assistive devices. Based on the science, losses from 

exaggerated billing is $1.7 billion in Ontario. Deflating these exaggerated claims by 50% results in savings of $750 

million.  

Reframing Loss Prevention  

From the early 1990s onward much is said 

about health care fraud. Counter-fraud 

experts draw on hearsay and anecdote from 

known fraud incidents to quantify the threat.  

This is problematic. Fraud in health care registration and payment systems does not self-

reveal. Because it is insidious, it can go undetected for months and even years. Few in the 

loss reduction game quantify the effectiveness of their detection and reduction models.   

Effectiveness in countering exaggerated billing is even more evasive. Health care payment 

systems are unique. The owners of the funds paying for services must trust that 

physicians and other medical suppliers fairly diagnose health care needs and provide only 

those products and services that are medically necessary. To manage the risks posed by 

this extraordinary relationship, health care administrators implement billing integrity 

programs with audit and technology to identify outliners.   

No matter the effort to control exaggerated billing, there are always providers willing to 

egregiously exploit this trust. When providers cross the Rubicon while interpreting billing 

rules and guidelines to meet the higher tests of civil and criminal fraud, a decision is 

required whether and when to escalate concerns to investigation. The Government of 

Ontario is an example of what happens when there is a failure to manage this special 

relationship. It can have unintended consequences.1  

                                                           
1
 The Cory Commission: Medical Audit Practice in Ontario (2005)  

There is correlation between tolerance 

thresholds to exaggerated billing and 

the level of threat posed to 

occupational fraud 
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Recent discoveries from behavioral science reveal a more complete understanding of how 

people behave, why we behave the way we do, and how our emotions affect judgments 

and decisions. There is much promise in this science to the creation of a new generation 

of health care system exaggerated billing and fraud controls.  

Emotions and environment play a significant role in the bad choices people make. A 

handful of psychologists, behavioral economists and crime prevention science specialists 

apply this understanding.  

There are proven tools for reducing losses and measuring intervention efforts for 

effectiveness. These tools include:    

 applying behavioral science to control 

exaggerated billing2  

 Environmental controls to reduce 

occupational fraud threats3    

 Practicing Situational Fraud Prevention (SFP) 

with a Health Care Fraud Prevention Matrix4 

to reduce predatory fraud 

When the Rubicon is Crossed  

Most people cheat a little bit when tempted.5 So, it 

should be expected. Heath care systems are at 

extraordinary risk to cheating in the age of 

automated billing and controls inconsistent with 

these new threats.      

By adding the science and language of cheating to 

the loss reduction lexicon, problem-solvers learn to apply more precise instruments to 

control the decisions providers make when tempted.    

Detecting and controlling fraud should be embraced as a different, yet connected, 

business. Exaggerated billing crosses the Rubicon to fraud when the circumstances meet 

the threshold tests of civil or criminal wrong doing.  

  

                                                           
2
 BE Works, Applying Behavioral Economics to Real World Problems  http://beworks.com/ 

3
 Kaptein, Muel:  Who Do Good People Sometimes Do Bad Things? 52 Reflections on Ethics at Work 

http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2117396 
4
 The ATRiM Group http://www.atrimgroup.org/ 

5
 Ariely, Dan http://www.ted.com/talks/dan_ariely_on_our_buggy_moral_code?language=en 

 

Discovering exaggerated billing 

a d fraud does ’t ha e to be bad 
news 

 

It happens below the waterline in 

registration and payment 

systems   

 

Communicate it’s ot hat is 
known about fraud that is 

i porta t, it’s hat is ’t k o . 
 

Rooting out exaggerated billing 

and fraud becomes a good thing. 

http://beworks.com/
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2117396
http://www.atrimgroup.org/
http://www.ted.com/talks/dan_ariely_on_our_buggy_moral_code?language=en
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The Questions to Ask  

Does your health care organization:    

 Post and communicate unambiguous policy 

 Routinely reinforce the ethics and counter-fraud standards you want practiced? 

 Make a crystal clear distinction between the role of program administrators 

overseeing billing programs, and the independent role of counter-fraud specialists 

controlling occupational fraud and predatory fraud attacks from the outside? 

 Have clear guidelines on how civil and criminal events are escalated from 

exaggerated billing to investigation? 

 Have a sustainable, measurement-based, training program plan to develop and 

maintain the skills required to mitigate the threats posed by exaggerated billing and 

predatory fraud? 

About the ATRiM Group 

The ATRiM Group specializes in assessing the terror and other crime threats to critical 

infrastructure. This work has evolved to services assisting the health care sector deliver 

counter-fraud training and strategies based in crime prevention science.  

To reduce the threats posed by exaggerated billing and predatory fraud, the ATRiM 

Group:  

 Partners with expertise in human cheating to control exaggerated billing 

 Helps health care organizations draft health care specific ethics and counter-fraud 

policy 

 Transfers fraud prevention science acumen to clients by applying the Health Care 
Fraud Prevention Matrix in geographic and situational specific hot spots and 
patterns,  and 

 Offers training to assess the reliability of statements and declarations made by 
people attempting to qualify for, or seeking access to,  benefits, privileges or 
services 

 
 
For more information: John R. Lyons, CFE  
    John.Lyons@atrimgroup.com 
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About The ATRiM Group LLC Team for Health Care 

The ATRiM Group LLC is an internationally recognized consulting firm in crime prevention 

science. We apply 2nd Generation Crime Prevention through Environmental Design (2nd 

Gen CPTED) and Situational Fraud Prevention to real health care fraud world problems.  

 
John Lyons is a senior partner in the ATRiM Group with extensive research background on 

controlling fraud to health care registration and payment systems and investigations 
experience in insurance fraud. Prior to this he accumulated thirty-three years in policing and 

investigations. During his law enforcement career, he facilitated international investigations 

at Interpol Ottawa. His expertise included transnational organized crime, fugitive 
apprehension and extradition. His experience includes assignments to the Air India Task 

Force, assessing terror threats to dignitaries and embassies, implementing the Canadian 
Police Training Assistance Program in Central Europe and Southeast Asia, and six months on 

the U.S. Marshall’s Fugitive Investigative Strike Team in Miami, Florida. Late in his law 
enforcement career he focused his energies on crime prevention science.  

 
Gregory Saville is a senior partner with the ATRiM Group, an international US consultancy 
specializing in crime prevention science. He is a criminologist and adjunct associate professor 

at the University of Calgary. He is a specialist in crime measurement, crime analysis and 
prevention and advanced methods of problem solving. He has been consultant to the U.S. 

Department of Justice. He has authored many studies and articles on crime, police problem 

solving, and problem-based learning. He is a founder of the Police Society for Problem Based 
Learning, and a founder/distinguished lifetime member of the International Society for Crime 

Prevention through Environmental Design. He is a registered Canadian Urban Planner and a 
former Police Officer with the Peel Regional Police.  

 

 

 

 


